ICM ANNUAL CRISIS REPORT
GLOBAL NEWS COVERAGE OF BUSINESS CRISES IN 2018
In another tough year for organizations of all
kinds, 2018 saw some interesting trends—both
expected and surprising—and shifts in the crisis
categories making the most headlines. The Institute for Crisis Management® tracked a total of
792,336 negative news stories during the year, a
decrease of just two percent from 2017. It is important to note that because we report categories
as a share of all crisis stories tracked, in some cases
the actual number of stories may increase yearover-year while the category’s percentage may
decline. The reverse may also be true. Numbers of
news sources change from year to year, also, making a direct comparison of raw numbers alone difficult. Additionally, we eliminated the financial damages category in 2018 because these stories are
represented in other crisis categories.
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Sexual harassment and assault
stories took a sharp turn upward
to 9.4% of crisis news stories as
the #metoo movement gained
momentum across numerous industries and organizations.
Mass shootings continued to
drive headlines, claiming 373 lives and 1,347 casualties in the U.S. According to data from the Gun
Violence Archive, there were 340 mass shootings in
the U.S. in 2018, down slightly from 346 in 2017.
Among the worst were the February 14th shooting
at Marjorie Stoneman Douglas High School in Parkland, Fla., where 17 were killed and another 17
injured.
Mass casualty accident stories accounted for
0.6% of the total, a decrease of 65% over the previous year. Five commercial airliner crashes, including Saratov Airlines, Aseman Airlines, Cubana, Lion
Air and US-Bangla claimed nearly 450 lives. Natural
disasters cost more than $155 billion worldwide in
2018, with more than $90 billion of that in the U.S.
alone. Disasters took more than 10,300 lives, with
seven of the most fatal happening in Asia.
Cybercrime and hacking stories jumped dramatically to 12.8% of the stories last year, a three-fold

Smoldering crises accounted for 67% and sudden
crises 33% of stories ICM tracked in 2018.
Many of the world’s best-known brands came
under fire, including Boeing, Nissan, Uber, Tesla
and Fiat; General Electric, Papa John’s Pizza, Starbuck’s, Air France, Johnson & Johnson, Marriott,
Google, Facebook, and the United States Olympic
Committee. The largest television news networks,
including NBC, CBS, Fox News and PBS were also
under fire.

BUSINESS CRISIS DEFINED
Any issue, problem or disruption which
triggers negative stakeholder reactions that
can impact the organization’s reputation,
business and financial strength

TYPES OF BUSINESS CRISES
Sudden

Perceptual Smoldering

Bizarre

Consistent with our experience of nearly three
decades, smoldering crises continued to account
for a majority of news stories tracked. Mismanagement again takes the prize for most crisis stories,
accounting for 22% of the 2018 total.

®
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2018 CRISIS CATEGORIES

O
Other: Casualty Accidents 0.6%, Class Actions 0.7%, Executive Dismissals 1.0%, Hostile takeovers 1.2%, Workplace Violence 1.4%

increase over 2017. According to the IBM and Ponemon Institute’s 2018 Cost of Data Breach Study, the average total cost of
a data breach increased 6.4% to $3.86 million, with an average
cost of $148 per lost or stolen record. Labor disputes in the
news trended upward, with 20 major work stoppages in the U.S.
idling 485,000 workers. Educational services and health care and
social assistance industry groups accounted for more than 90
percent of idled workers in the U.S. last year.
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0.02%

Class Actions

0.7%
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2.8%
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Discrimination

14.3%

18.0%

21.8%

3.0

4.5%

2.7%
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4.2%

3.7%

Financial Damage

xxx

0.1%

0.1%

CATASTROPHES

Hostile Takeovers

1.2%

1.3%

0.1%

Disasters/catastrophes accounted for 8.2% of 2018 crisis stories. According to the Washington Post, natural disasters cost
more than $155 billion in 2018. Among the costliest disasters
were the more than 8,500 wildfires in California that scorched
1.9 million acres. The November Camp Fire killed 86 people and
destroyed the entire town of Paradise, Calif. Catastrophic disasters hit Indonesia once again, with three catastrophes impacting
millions and claiming more than 3,600 lives.

Labor Disputes

9.4%

3.8%

0.1%

Mismanagement

22.1%

26.8%

30.9%

Sexual Harassment

9.4%

0.7%

0.5%

Whistleblowers

5.5%

6.6%

6.6%

White Collar Crime

5.4%

11.0%

11.0%

Workplace Violence

1.4%

0.2%

0.3%

Notable executive departures contributed to just 1.0% of crisis
stories, including Nissan’s Carlos Ghosn, Papa John’s founder
John Schnatter, and CEOs from GE, Texas Instruments, Intel,
Barnes & Noble, Campbell Soup, General Mills and Nestlé USA.
White collar crime accounted for 5.4% of the 2018 total, with
fraud probes at Audi, PricewaterhouseCoopers and advertising
giant WPP PLC among others.

CATEGORY

Envrnmtl Damage
Exec Dismissals

Drought and wildfires ravaged Greece, including a wildfire in
Attica that killed dozens and drove residents into the sea. More
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than 200 died following a series of heavy downpours that battered southwest Japan, including Shikoku Island, which received 71 inches of rain in 10
days last summer. Billions in damages and more
than 130 deaths were attributed to the Category 5
Typhoon Mangkhut when it hit the Philippines and
Hong Kong.
In the U.S., Hurricanes Michael and Florence
wreaked havoc on the Gulf and Atlantic coasts.
Economists predicted that damage from Michael
will cost an estimated $25 billion. A 7.5 magnitude
earthquake in Papua New Guinea affected nearly a
half million people. Monsoon floods in India killed
more than 300 in August.

CASUALTY ACCIDENTS
Typically a smaller piece of the crisis pie, mass
casualty accidents accounted for just 0.6% of the
2018 total. Commercial airliner crashes claimed
nearly 450 lives. According to the Federal Railroad
Administration, there were 11,513 railroad incidents in the U.S. last year accounting for 866 fatalities and more than 8,000 injuries.
Train accidents are common worldwide. Twenty
were killed and 254 injured in January in South Africa when a train collision triggered a derailment. A
derailment in Italy left three dead and 100 injured.
The Amtrak Silver Star collided with a freight train
in February, killing two and injuring at least 100. In
Turkey, 24 died and more than 300 were injured in
a derailment in Corlu.

2018 Most Crisis-Prone Industries
•
•
•
•
•
•
•
•
•

Banking and Financial Services
Technology
Education
Transportation
Pharmaceuticals
Food
Health Care
Consumer Products
Media and Entertainment

vehicle ignited fierce debate about how to best regulate self-driving vehicles.

CLASS ACTIONS
According to one source, one-third of all class actions are filed in just three federal areas: California,
Southern District of Florida and Eastern District of
New York. Among the most active areas of litigation
are allegations of false advertising, product defects
causing harm and many smaller data breach incidents.
Cornerstone Research, a consulting firm, reported
a total of 403 securities class action cases in 2018.
Settlements rose sharply to $5 billion, driven by five
settlements of $100 million or more. Among the
notable organizations that dealt with securities litigation last year were Facebook, Sprint, Xerox, UBS
Paine Webber and Deutsche Bank.

Johnson & Johnson, an American consumer products company long considered the crisis management gold standard for its handling of the 1982 Tylenol scare, is among the most prominent class action stories of 2018. More than 9,000 women have
sued J&J claiming that asbestos in its talcum powder products cause ovarian cancer. J&J will be
mired in powdery litigation for the foreseeable future, with millions already awarded by various
courts.

CONSUMER ACTIVISM
A limousine crash in upstate New York killed all 18
aboard. According to New York Governor Cuomo,
the limo did not have federal certification to operate and had failed a state inspection the prior
month. A fatal crash involving an Uber driverless

Activism stories were down from 2017 at 2.3% for
the year. Among the headlines were charges by
Consumer Watchdog, a nonprofit activist organization, regarding the lack of public disclosure of oil
leaks in California. Canada’s Competition Bureau
alleged a conspiracy among bakers and grocers to
fix bread prices between 2001 and 2016.
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Pilgrim’s Pride, a Colorado-based chicken producer was accused of misleading consumers with its
statements that its chickens were “raised with the
highest standards” and bred in “the best possible
growout conditions” according to a complaint filed
by the Humane Society of the United States. The
company quickly changed language on its website
following complaints filed with the Federal Trade
Commission.

CYBER
Stories on cybercrime skyrocketed to
12.8%, an increase of
65 percent over
2017. Technology
companies led the
headlines. Facebook
continues to be under fire and facing multi-billion-dollar fines after
multiple disclosures, including one that data from
87 million users may have been improperly shared
with Cambridge Analytica, a firm tied to the 2016
Trump presidential campaign.
Google exposed the private data of its Google+
network users and opted not to disclose it, according to the Wall Street Journal. Uber agreed to a
$148 million settlement after it failed to notify drivers that hackers had stolen their personal information. Anthem, one of the U.S.’ largest health insurance companies, agreed in 2018 to a $16 million
settlement after personal data for nearly 80 million
customers was breached three years earlier.
Three gas pipelines reported cyberattacks that
shut down electronic systems. Hotel behemoth
Marriott International confirmed in November that
up to 500 million guest records were compromised,
including passport numbers and credit card information.

DEFECTS AND RECALLS
Defect and recall stories were flat in 2018 at 2.8%.
The auto industry recalled more than 47 million
vehicles during the year. Nearly 18 million of those
recalls were for software and electronics-related
issues. Power trains, suspensions and steering accounted for another 8.6 million recalls.
Food issues made numerous headlines, with meat

and poultry recalls increasing by 67 percent over
the past five years. Lettuce recalls had people panicking. Jennie-O recalled hundreds of thousands of
pounds of potentially contaminated turkey.
Even dry goods makers were not immune. Kellogg
Co. issued a recall of its Honey Smacks cereal in
June after a salmonella outbreak in 31 states, and
Campbell Soup recalled Goldfish crackers over a
similar risk. Six million pounds of beef were recalled
by JBS due to salmonella in October, and Rose Acre
Farms recalled more than 200 million eggs in another widespread outbreak.

DISCRIMINATION
Although discrimination stories dropped four
points to 14.3% last year, the number is still considerably higher than 2015 and earlier years. Starbucks
closed its more than 8,000 U.S. stores to conduct
anti-bias training after an incident in Philadelphia
where police arrested two black men who were in
the store waiting for a friend but had not purchased
anything. Television network
ABC canceled a
rebooted
“Roseanne”
after the
show’s star
posted racist
messages on
Twitter.
In a landmark ruling, a U.S. federal appeals court
extended employment discrimination statutes to
include transgender individuals. The growing pay
equity movement scored a win when the U.S. 9th
Circuit Court of Appeals ruled that employers cannot justify a wage differential between men and
women by relying on prior salary.
The “Black Lives Matter” movement, which continues to impact headlines, begun shifting from issues of social injustice to economic inequality,
breathing life into a number of union campaigns in
the U.S.

ENVIRONMENTAL DAMAGE
Stories about human-caused environmental damage decreased to 3.0% from 4.5% a year earlier. In
South Carolina, radioactive uranium leaked through
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SMOLDERING CRISIS AT NISSAN
HAMMERS PERFORMANCE
Ironically, after overhauling Nissan Motor Co.’s
compliance and whistleblower system in previous
years, Carlos Ghosn was seemingly undone by Nissan
senior executives who shared recurring examples of
Ghosn’s potential misconduct with internal auditors.
Overwhelmed by the breadth of the allegations, auditors alerted Japanese prosecutors.
The executives outlined one smoldering crisis after
another that illustrated a portrait of Ghosn’s executive malfeasance. The very personal attributes that
made him the concurrent CEO of two automotive
companies led to his downfall. In sum, Ghosn’s forceful personality netted him far more power and executive tenure than is typical for large, publicly traded
corporations. As his power grew, Ghosn had fewer
people willing or able to place checks on him at a
stage when the “misdeeds” were more easily correctable.
Ghosn’s alleged behavior included violations of financial law and shareholder trust, under-reporting his
compensation, using company assets for personal use
and company funds for personal investments and
attempting to receive his deferred pay while still CEO.
Inevitably, this executive free-for-all impacted the
company’s financial performance. On May 13, 2019,
Nissan announced its net profit in the fiscal year ending in March 2020 would fall 47% to 170 billion yen.
The company expects annual revenue to fall to 11.3
trillion yen, down 2.4%, with operating profit sliding
27% to 230 billion yen.

In February, United Nations human rights experts
called for the release of individuals jailed for
writing about and reacting to a discharge of toxic industrial chemicals into coastal waters of Viet
Nam. In Bristol, England, Severn Trent Water Limited was fined after a release of sodium hydroxide
that killed more than 30,000 fish in the River Amber.

EXECUTIVE DISMISSALS
Data from outplacement firm Challenger, Gray &
Christmas reported that 1,452 CEO changes occurred in 2018, a 24% increase over 2017 and the
most in a decade. The year saw increasing numbers
of executives stepping down for inappropriate behavior, including Papa John’s founder John
Schnatter, Texas Instruments CEO Brian Crutcher,
Brian Krzanich, CEO of Intel and Nissan’s Carlos
Ghosn. Eight CEOs were ousted for sexual misconduct, including CBS chief Les Moonves, Disney chief
creative officer John Lassiter, Athena Health CEO
Jonathan Bush and Wynn Resorts founder Steve
Wynn.
GE’s CEO was ousted after missing financial targets, and Mattel installed its fourth CEO in as many
years. The food industry saw a spate of CEO changes during the year, including Campbell Soup, General Mills, Mondelez International, Kellogg Co.,
Nestlé USA, Hershey Co. and J.M. Smucker.

LABOR DISPUTES

From a crisis communicator’s viewpoint, Nissan’s
brand damage is so all-encompassing and impacting
such a breadth of internal and external audiences
that its recovery will not be quickly accomplished.
Perhaps the lone positive for Nissan is the revised
compliance and whistleblower system worked. Unfortunately, it took too long for its activation to minimize
the company’s reputational damage.
By: Sean S. Clancy, ICM Vice President of Business
Development and Senior Consultant

a floor in a Westinghouse fuel plant. According to a
story in the Washington Post, the vast majority of
ponds and landfills holding coal waste at 250 U.S.
power plants have leaked toxic chemicals into
nearby groundwater.

Teacher strikes across the U.S. made 2018 the
biggest year for worker protest in decades. Teacher
strikes hit Arizona, Oklahoma, West Virginia, Kentucky, Colorado and North Carolina. In May, Brazil’s
president Temer vowed to end a trucker strike that
had slowed or halted shipments of $1.2 billion in
food, fuel, medicine and other goods. Deutsche
Bank AG considered a layoff of 10,000 employees.
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Las Vegas casino workers voted to strike in May.
Qualcomm, Mattel and General Mills cut jobs. The
CEO of Air France said he would resign after a series
of strikes over wages drove stock value down by
nearly half. Rail workers in France walked off the job,
too, disrupting travel across western Europe.

100 Uber drivers have been accused of sexual assault
or abuse, prompting new security measures from the
ride-hailing service.
Sexual harassment news stories 2014-18

MISMANAGEMENT
Wells Fargo & Co. appears to have made more
headlines than any other company in 2018 amidst
multiple scandals that were first revealed in 2016. To
date the company has paid more than $2.5 billion in
fines alone relating to its fake account scheme and
improper auto loan and mortgage charges.
Volkswagen’s emission scandal continued when the
U.S. indicted former CEO Martin Winterkorn on conspiracy and wire fraud charges.
“Papa John” Schnatter was forced out of the pizza
chain he founded following a series of missteps that
pitted the former chairman and CEO against Papa
John’s Board of Directors. Elon Musk paid a $20 million fine and resigned as Tesla chairman following his
ill-considered
tweets that misled
investors. Purdue
Pharma, maker of
OxyContin, faced a
series of hurdles as
litigation mounted
claiming the drug
maker misled the
public about the
drug’s addictive nature. In what was
called a “fat-finger” error at Korea’s Samsung Securities Co., it accidentally issued $105 billion of shares
to its employees. Dialysis giant DaVita was ordered
to pay nearly $400 million in wrongful death suits
related to its alleged failure to inspect and review the
composition of GranuFlo, a key component used for
kidney dialysis treatment.

SEXUAL HARASSMENT
This category posted a thirteen-fold increase in
news stories, primarily due to the growing #metoo
and #timesup movements against sexual harassment
and assault of women. Notable figures in several industries were ousted from their organizations. Widespread harassment was alleged in state legislatures
and the U.S. Congress. According to CNN, more than

Michigan State University paid hundreds of millions
in settlements to victims of former team doctor Larry
Nassar, now serving a life sentence for sexual assault
on young gymnasts. Nassar’s downfall has created
chaos at USA Gymnastics and the U.S. Olympic Committee, with numerous executives stepping down.
Airline flight attendants stepped up their efforts to
get airlines to do more about sexual harassment and
inappropriate touching by passengers.

WHISTLEBLOWERS
According to the Wall Street Journal, the U.S. Securities and Exchange Commission received more than
5,200 tips and paid a record high $168 million in
whistleblower awards in FY2018, more than the previous six years combined. The total included a single
highest award of $84 million in a single case. The SEC
paid two whistleblowers a total of $50 million for
revealing conflict of interest issues at JP Morgan.
Regulators in New York State fined Barclays PLC $15
million after a probe into the CEO’s efforts to identify
a whistleblower.

WHITE COLLAR CRIME
Headlines dropped precipitously in 2018 as the U.S.
was on track to have the fewest white collar prosecutions on record, logging less than 6,000 in 2018 from
a recent high of more than 10,000 in 2011. White
collar crime news was dominated by prosecutions
stemming from the Mueller investigation into the
administration’s ties with Russia during and after the
2016 presidential election.
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Several Insys Therapeutics executives were
charged in a racketeering conspiracy alleging a cash
for prescriptions scheme for doctors prescribing
Fentanyl. German prosecutors launched a probe
into three employees of Audi, the luxury car unit of
Volkswagen, alleging falsification of documents to
obtain road worthiness certifications to export
cars. PricewaterhouseCoopers LLP was ordered to
pay $625 million in damages for failing to catch a
fraud scheme that helped cause one of the biggest
bank failures of the financial crisis.

ries tracked in 2018. Yet the number of organizations with a crisis management and communications plan stubbornly remains around the 50%
mark worldwide.
We continue to receive calls from companies telling us “we had a crisis recently and thought we’d

WORKPLACE VIOLENCE
Organizations of all kinds have stepped up security, implemented active shooter protocols and sent
employees to defense training in the wake of an
increased threat of violence in the workplace. A
disgruntled Youtube user shot three people on the
company’s campus before killing herself in April. A
gunman killed four and wounded four in a Waffle
House restaurant outside Nashville, Tenn. In another horrific attack on journalists, a gunman shot and
killed five reporters of Baltimore’s Capitol Gazette
on June 28. Shootings in schools and houses of
worship continued to fill the news, including 17
killed and 17 wounded in a high school in Parkland,
Fla. on Valentine’s Day.

LESSONS LEARNED

ICM identified some significant shifts in the kinds of
crises that made headlines last year, including increases in stories about sexual harassment, discrimination, labor disputes, cybercrime and workplace violence. Smoldering crises continued to
dominate the news, representing 67% of the sto-

better get a plan in place.” Waiting for a crisis to
happen is a disastrous strategy. The lessons
learned in 2018 echo those of recent years:


Examine your company’s vulnerabilities and
develop strategies to address them before they
are needed.



Learn from the mistakes of others.



Build your reputational equity through frequent, honest dialogue with stakeholders.



Be prepared for a crisis to break first via social
media.



Invest in a crisis communications plan. This
ounce of prevention is worth a ton of cure. As
we like to say, prepare and prevent, or you will
have to repair and repent!



If you have a plan, dust it off and update it.
Conduct training exercises to assure that the
crisis team is ready to act when the time
comes.
CALL ICM TODAY TO HELP YOU GET IT DONE!
U.S. Toll-Free (888) 708-8351
info@crisisconsultant.com
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Crisis Communication
Certification Course
Our most popular course for 29 years!
Louisville, Ky.
August 13-14, 2019
Denver, Colo.
November 5-6, 2019
USD $1,795.00

Crisis Media Training
Louisville, Ky.
August 15, 2019
Denver, Colo.
November 7, 2019
USD $1,095.00
Save $395! Enroll in Both Courses
for Just $2,495.00 USD

Register at CrisisConsultant.com

Deborah Hileman,
SCMP
ICM President and CEO
A globally certified strategic
communication management
professional (SCMP), business
leader, trainer, coach and consultant with more than 30
years’ experience in public and private companies and
non-profit organizations, Ms. Hileman has led highperforming communications teams in health care, manufacturing, insurance and financial services, nonprofits and
higher education.
Known as a voice of calm in the midst of chaos and crisis, Ms. Hileman has earned a reputation as a trusted
communication strategist and advisor to board members
and C-suite executives, operations leaders and other organizational stakeholders. She has delivered media relations training and counsel to hundreds of executives and
managers, coaching them to “think on their feet” and
manage tough media interviews calmly and effectively.
Based in Denver, Colo., Ms. Hileman works with several
organizations, including the Public Relations Society of
America, and the International Association of Business
Communicators, where she is a member of the International Executive Board and was 2017-18 chair of the
Global Communication Certification Council®.

Prepare to Lead Before, During
and After a Crisis with ICM
•
•
•
•
•
•
•
•

Vulnerability and risk assessments
Risk-specific planning tools
Crisis plan development
Simulation exercises
Management training
Strategy and message development
Spokesperson/ media training
Media monitoring, analysis and reporting

Crisis Response
We are here 24/7 for immediate strategic and
tactical support:

•
•
•

•
•
•

On-site crisis response team
Message strategy, development and management for all audiences / stakeholders
Executive and spokesperson coaching and
interview preparation
Media relations services for the duration of
the event
Comprehensive media and social media
monitoring and analysis
Reputation management and damage
mitigation

Why Partner with ICM?
Founded in 1990, ICM was one of the first
firms in the U.S. to specialize in crisis management and communication. We’ve supported
leaders from small to medium sized companies
to multi-billion-dollar international corporations across numerous industries, nonprofit
organizations, religious institutions, colleges
and universities, government agencies and
more.
Our experience includes work with virtually
every type of business issue or crisis. Give us a
call to learn how we can help your organization.

Institute for Crisis Management®
Denver, Colorado, USA

U.S. Toll-Free +1 (888) 708 – 8351
https://CrisisConsultant.com
Info@CrisisConsultant.com
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